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 Question: 1 
 
   
A Cisco Self-Defending Network has been installed, but DoS attacks are still being directed at e-
commerce hosts. The connection rate at the Internet firewall was limited, but the problem persists. 
What more can be done? 
 
A. Move the servers to the DMZ. 
B. Install all relevant operating system patches. 
C. Block the servers' TCP traffic at the Internet firewall. 
D. Block the servers' UDP traffic at the Internet firewall. 
 

 Answer: B     
 
 

 Question: 2 
 
   
RST Corporation is planning to upgrade its current network. The chief technology officer has supplied 
a topology diagram and an IP addressing scheme of the current network during an interview. RST has 
been growing at about twenty percent per year. It has been difficult to maintain customer support at 
a satisfactory level. Therefore, the RST board has met with and directed the chief technology officer 
to look into network improvements. Which two items are most relevant in documenting RST's 
business requirements? (Choose two.) 
 
A. existing network topologies 
B. network performance requirements 
C. the IP addresses assigned by the ISP 
D. improved customer support requirements 
E. projected growth estimates 
 

 Answer: D, E     
 
 
Explanation: 
■ Growth of applications: Customers continue to ask for new products, service offerings, improved 
customer service, greater security, and customization flexibility—all at a lower cost. 
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 Question: 3 
 
   
Which two of these best describe the implementation of a WAN Backup design over the Internet? 
(Choose two.) 
 
A. a best-effort method 
B. bandwidth guaranteed based on interface configuration 
C. designed as an alternative to a failed WAN connection 
D. implemented with a point-to-point logical link using a Layer 2 tunnel 
E. requires no ISP coordination or involvement 
 

 Answer: A, C     
 
Explanation: 
One of the goals of remote-access network design is to provide a unified solution that allows for 
seamless connectivity as if the users are on the HQ LAN. The primary function of remote access is to 
provide your users access to internal resources and applications. Because connection requirements 
drive the technology selection process, it is important that you analyze the application and network 
requirements in addition to reviewing the available service provider options. The following 
summarizes typical remote-access requirements: 
■ Best-effort interactive and low-volume traffic patterns 
■ Connections to the enterprise edge using Layer 2 WAN technologies (consider capital and recurring 
costs) 
■ Voice and IPsec VPN support 
Remote-access network connections are enabled over permanent always-on connections or on-
demand connections. Technologies include digital subscriber line (DSL), cable, wireless 802.11 
a/b/g/n LAN, and 3G/4G wireless WAN (WWAN). However, these remote-access technologies might 
or might not be available, so it is best to check the availability for the location in your network 
design. 
 

 Question: 4 
   
Which two design criteria require VLANs in a proposed solution? (Choose two.) 
 
A. the segmenting of collision domains 
B. a limited corporate budget 
C. the use of multivendor equipment 
D. security between departments 
E. video streaming on the LAN 
F. the segmenting of broadcast domains 
 

 Answer: D, F     
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 Question: 5 
 
   
Which two methods are used to enhance VPN performance on Cisco ISRs? (Choose two.) 
 
A. SSL Acceleration Network Module 
B. VPN Shared Port Adapter 
C. VPN Acceleration Module 
D. high-performance VPN encryption AIM 
E. VPN Service Adapter 
F. built-in hardware-based encryption acceleration 
 

 Answer: D, F     
 
 
Explanation:  
ISR G2 Security Hardware Options 
The Cisco G2 ISRs have additional hardware options that enhance the routers’ security capabilities. 
Here are some of the available hardware options:  
• Built-In VPN Acceleration is hardware-based encryption that offloads VPN processing from 
the router’s internal CPU to improve VPN throughput. 
• High-Performance Advanced Integration Module (AIM) is a VPN encryption advanced 
integration module used to terminate large numbers of VPN tunnels such as with Dynamic 
Multipoint VPN (DMVPN). The module supports Triple Digital Encryption Standard (3DES) and 
Advanced Encryption Standard (AES), which increases the router’s encryption and compression 
performance. 
• IPS Enhanced Network Module (IPS NME) provides technologies to prevent a large range of 
security threats using hardware-based intrusion prevention. Cisco IPS NME can identify, classify, and 
stop unwanted traffic, including spyware, malware, network viruses, and worms. The IPS NME can 
monitor up to 75 Mbps of traffic and supports T1/E1 and T3 WAN interfaces. 
• Universal serial bus (USB) port and removable credentials: G2 ISRs were designed with 
onboard USB ports enabling security and storage capabilities. The USB ports allow for storing 
removable credentials for establishing IPsec VPN connections, configuration files, and software 
images. 
• Secure Voice is referred to as digital signal processor (DSP) slots on the ISR for use with 
packet voice/fax DSP modules (PVDMs). These offer capabilities such as conferencing and 
transcoding. In addition, Secure Real-time Transport Protocol (SRTP) protects the entire voice 
payload by encryption, except for the header, which remains in clear text to support QoS. 
• Cisco NAC Network Module adds NAC server (NAS) capabilities to the Cisco 2900 and 3900 
series ISR G2s. The Cisco NAC module provides authentication, authorization, evaluation, and 
remediation for wired and wireless networks before allowing access to the network. The integration 
of the Cisco NAS capabilities into a network module reduces network complexity and combines data, 
voice, and security into a single device for the branch office. 
Note:   
For a complete ISR G2 series comparison, go to: 
www.cisco.com/en/US/products/ps10536/prod_series_comparison.html. 
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 Question: 6 
 
   
Which three factors best justify WAN link redundancy between geographically dispersed sites? 
(Choose three.) 
 
A. high expense of transmitting data 
B. important traffic flows 
C. excessive packet transmission rate 
D. uncertain reliability 
E. high link utilization 
F. lack of speed 
 

 Answer: B, D, F     
 
 
Explanation:  
WAN Backup Design 
Redundancy is critical in WAN design for the remote site because of the unreliable nature of WAN 
links, when compared to LANs that they connect. Most enterprise edge solutions require high 
availability between the primary and remote site. Because WAN links have lower reliability and lack 
bandwidth, they are good candidates for most WAN backup designs. 
Branch offices should have some type of backup strategy in the event of a primary link failure. 
Backup links can be either dialup, permanent WAN, or Internet-based connections. 
WAN backup options are as follows:  
• Dial backup: ISDN provides backup dialup services in the event of a primary failure of a WAN 
circuit. The backup link is initiated if a failure occurs with the primary link. The ISDN backup link 
provides network continuity until the primary link is restored, and then the backup link is terminated 
such as with floating static route techniques. 
• Secondary WAN Link:  
Adding a secondary WAN link makes the network more fault tolerant. This solution offers two key 
advantages: 
o Backup Link:  
Provides for network connectivity if the primary link fails. Dynamic or static routing techniques can 
be used to provide routing consistency during backup events. Application availability can also be 
increased because of the additional backup link. 
o Additional bandwidtH. Load sharing allows both links to be used at the same time, increasing 
the available bandwidth. Load balancing can be achieved over the parallel links using automatic 
routing protocol techniques. 
• Shadow PVC. SPs can offer shadow Frame Relay PVCs, which provide additional PVCs for use 
if needed. The customer is not charged for the PVC if it does not exceed limits set by the provider 
while the primary PVC is available. If the limit is exceeded, the SP charges the customer accordingly. 
• IPsec tunnel across the Internet: An IPsec VPN backup link can direct redirect traffic to the 
corporate headquarters when a network failure has been detected. 
Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 7 
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 Question: 7 
 
   
Which three pieces of information should be documented for each step of each phase in a design 
implementation plan? (Choose three.) 
 
A. easy guidelines in case of failure 
B. estimated rollback time in case of failure 
C. simple implementation guidelines 
D. estimated implementation time 
E. design document references 
F. step description 
 

 Answer: D, E, F     
 
 
Explanation:  
The implementation of a network consists of several phases. The each step should contain the 
following information:  
• Description of the step 
• Reference to the design document 
• Detailed implementation guidelines 
• Detailed rollback guidelines 
• Estimated time to implement 
Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 1 
 

 Question: 8 
 
   
The topology map in the draft design document should cover which two layers of the OSI model? 
(Choose two.) 
 
A. session 
B. data link 
C. transport 
D. application 
E. physical 
F. network 
 

 Answer: E, F     
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 Question: 9 
 
   
In a Cisco CatOS switch, what is the recommended practice when configuring switch-to-switch 
intercommunications to carry multiple VLANs for Dynamic Trunk Protocol? 
 
A. auto to auto_negotiate 
B. disable Dynamic Trunk Protocol when operating in the distribution layer 
C. auto to auto_no_negotiate 
D. desirable to desirable_no_negotiate 
E. on to on_negotiate 
F. desirable to desirable_negotiate 
 

 Answer: E     
 
 
Explanation:  
Access Layer Best Practices 
When designing the building access layer, you must consider the number of users or ports required 
to size up the LAN switch. Connectivity speed for each host should also be considered. Hosts might 
be connected using various technologies such as Fast Ethernet, Gigabit Ethernet, or port channels. 
The planned VLANs enter into the design. 
Performance in the access layer is also important. Redundancy and QoS features should be 
considered. The following are recommended best practices for the building access layer: 
• Limit VLANs to a single closet when possible to provide the most deterministic and highly 
available topology. 
• Use Rapid Per-VLAN Spanning Tree Plus (RPVST+) if STP is required. It provides the faster 
convergence than traditional 802.1d default timers. 
• Set trunks to ON and ON with no-negotiate. 
• Manually prune unused VLANs to avoid broadcast propagation (commonly done on the 
distribution switch). 
• Use VLAN Trunking Protocol (VTP) Transparent mode, because there is little need for a 
common VLAN database in hierarchical networks. 
• Disable trunking on host ports, because it is not necessary. Doing so provides more security 
and speeds up PortFast. 
• Consider implementing routing in the access layer to provide fast convergence and Layer 3 
load balancing. 
• Use the switchport host commands on server and end-user ports to enable PortFast and 
disable channeling on these ports. 
• Use Cisco STP Toolkit, which provides 
o PortFast: Bypass listening-learning phase for access ports 
o Loop GuarD. Prevents alternate or root port from becoming designated in absence of bridge 
protocol data units (BPDU) 
o Root GuarD. Prevents external switches from becoming root 
o BPDU GuarD. Disables PortFast-enabled port if a BPDU is received 
Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 3 
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 Question: 10 
 
   
What are the two most likely driving forces motivating businesses to integrate voice and data into 
converged networks? (Choose two.) 
 
A. Voice networks cannot carry data unless the PRI circuits aggregate the BRI circuits. 
B. Their PSTNs cannot deploy features quickly enough. 
C. Data, voice, and video cannot converge on their current PSTN structures. 
D. Voice has become the primary traffic on networks. 
E. WAN costs can be reduced by migrating to converged networks. 
 

 Answer: C, E     
 
 
Explanation:  
VoIP 
VoIP provides transport of voice over the IP protocol family. IP makes voice globally available 
regardless of the data-link protocol in use (Ethernet, ATM, Frame Relay). With VoIP, enterprises do 
not have to build separate voice and data networks. Integrating voice and data into a single 
converged network eliminates duplicate infrastructure, management, and costs. Figure 14-7 shows a 
company that has separate voice and data networks. Phones connect to local PBXs, and the PBXs are 
connected using TDM trunks. Off-net calls are routed to the PSTN. The data network uses LAN 
switches connected to WAN routers. The WAN for data uses Frame Relay. Separate operations and 
management systems are required for these networks. Each system has its corresponding monthly 
WAN charges and personnel, resulting in additional costs. With separate voice and data networks,  
• Data is primary traffic on many voice service provider networks. 
• Companies want to reduce WAN costs. 
• PSTN architecture is not flexible enough to accommodate data. 
• PSTN cannot integrate voice, data, and video. 
Figure 14-7 Separate Voice and Data Networks 
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Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 14 
 

 Question: 11 
 
   
A lightweight access point is added to a working network. Which sequence will it use to associate 
itself with a wireless LAN controller? 
 
A. primary, secondary, tertiary, greatest AP capacity, master 
B. primary, secondary, tertiary, master, greatest AP capacity 
C. master, primary, secondary, tertiary, greatest AP capacity 
D. greatest AP capacity, primary, secondary, tertiary, master 
 

 Answer: B     
 
 
Explanation:  
Table 
WLAN Controller Platforms 

 
Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 5 
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 Question: 12 
   
Which three mechanisms are required to deploy QoS on an IP WAN? (Choose three.) 
 
A. queuing and scheduling 
B. Call Admission Control 
C. traffic shaping 
D. link efficiency techniques 
E. traffic classification 
F. bandwidth provisioning 
 

 Answer: C, D, E     
 
Explanation:  
Queuing, Traffic Shaping, and Policing 
Cisco has developed many different QoS mechanisms, such as queuing, policing, and traffic shaping, 
to enable network operators to manage and prioritize the traffic flowing on the network. 
Applications that are delay sensitive, such as VoIP, require special treatment to ensure proper 
application functionality. Queuing refers to the buffering process used by routers and switching 
when they receive traffic faster than can be transmitted. Different queuing mechanisms can be 
implemented to influence the order in which the different queues are serviced (that is, how different 
types of traffic are emptied from the queues). Table 6-6 identifies QoS considerations to optimize 
bandwidth. 

 
Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 6 
 

 Question: 13 
   
Which two statements best describe the implementation of Overlay VPN connectivity for remote 
access in the Enterprise Edge WAN module? (Choose two.) 
 
A. Bandwidth is provisioned on a site-to-site basis. 
B. It uses dedicated point-to-point links. 
C. Optimum routing between customer sites requires a full mesh of virtual circuits. 
D. It must use Layer 2 labels to forward packets 
E. The ISP actively participates in customer routing. 
 

 Answer: A, C     
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Explanation:  
Network-Layer VPNs 
The network layer in the TCP/IP protocol suite consists of the IP routing system—how reachability 
information is conveyed from one point in the network to another. There are a few methods to 
construct VPNs within the network layer; each is examined in the following paragraphs. A brief 
overview of non-IP VPNs is provided in Part II of this article. A brief overview of the differences in the 
"peer" and "overlay" VPN models is appropriate at this point. Simply put, the "peer" VPN model is 
one in which the network-layer forwarding path computation is done on a hop-by-hop basis, where 
each node in the intermediate data transit path is a peer with a next-hop node. Traditional routed 
networks are examples of peer models, where each router in the network path is a peer with its 
next-hop adjacencies. Alternatively, the "overlay" VPN model is one in which the network-layer 
forwarding path is not done on a hop-by-hop basis, but rather, the intermediate link-layer network is 
used as a "cut-through" to another edge node on the other side of a large cloud. Examples of 
"overlay" VPN models include ATM, Frame Relay, and tunneling implementations. Having drawn 
these simple distinctions between the peer and overlay models, it should be noted that the overlay 
model introduces some serious scaling concerns in cases where large numbers of egress peers are 
required because the number of adjacencies increases in direct proportion to the number of peers—
the amount of computational and performance overhead required to maintain routing state, 
adjacency information, and other detailed packet forwarding and routing information for each peer 
becomes a liability in very large networks. If all the egress nodes in a cut-through network become 
peers in an effort to make all egress nodes one "Layer 3" hop away from one another, the scalability 
of the VPN overlay model is limited quite remarkably. 
The Internet Protocol Journal - Volume 1, No. 1 
What Is a VPN? - Part I 
http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_1-1/what_is_a_vpn.html 
 

 Question: 14 
 
   
DRAG DROP 
Click and drag the QoS fealure type on the left to the category of QoS mechanism on the right. 

 
 Answer: 
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Explanation:  
start="3" stop="4" /></map> 
+ classification and markind: ACLs 
+ congestion avoidance: WRED 
+ traffic conditioners: CAR 
+ congestion management: LLQ 
+ link efficiency: LFI 
 
Classification is the process of partitioning traffic into multiple priority levels or classes of service. 
Information in the frame or packet header is inspected, and the frame’s priority is 
determined.Marking is the process of changing the priority or class of service (CoS) setting within a 
frame or packet to indicate its classification. Classification is usually performed with access control 
lists (ACL), QoS class maps, or route maps, using various match criteria. 
Congestion-avoidance techniques monitor network traffic loads so that congestion can be 
anticipated and avoided before it becomes problematic. Congestion-avoidance techniques allow 
packets from streams identified as being eligible for early discard (those with lower priority) to be 
dropped when the queue is getting full. Congestion avoidance techniques provide preferential 
treatment for high priority traffic under congestion situations while maximizing network throughput 
and capacity utilization and minimizing packet loss and delay. 
Weighted random early detection (WRED) is the Cisco implementation of the random early 
detection (RED) mechanism. WRED extends RED by using the IP Precedence bits in the IP packet 
header to determine which traffic should be dropped; the drop-selection process is weighted by the 
IP precedence. 
Traffic conditioner consists of policing and shaping. Policing either discards the packet or modifies 
some aspect of it, such as its IP Precedence or CoS bits, when the policing agent determines that the 
packet meets a given criterion. In comparison, traffic shaping attempts to adjust the transmission 
rate of packets that match a certain criterion. Shaper typically delays excess traffic by using a buffer 
or queuing mechanism to hold packets and shape the flow when the source’s data rate is higher 
than expected. For example, generic traffic shaping uses a weighted fair queue to delay packets to 
shape the flow. Traffic conditioner is also referred to as Committed Access Rate (CAR). 
Congestion management includes two separate processes: queuing, which separates traffic into 
various queues or buffers, and scheduling, which decides from which queue traffic is to be sent next. 
There are two types of queues: the hardware queue (also called the transmit queue or TxQ) and 
software queues. Software queues schedule packets into the hardware queue based on the QoS 
requirements and include the following types: weighted fair queuing (WFQ), priority queuing (PQ), 
custom queuing (CQ), class-based WFQ (CBWFQ), and low latency queuing (LLQ). 
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LLQ is also known as Priority Queuing–Class-Based Weighted Fair Queuing (PQ-CBWFQ). LLQ 
provides a single priority but it’s preferred for VoIP networks because it can also configure 
guaranteed bandwidth for different classes of traffic queue. For example, all voice call traffic would 
be assigned to the priority queue, VoIP signaling and video would be assigned to a traffic class, FTP 
traffic would be assigned to a low-priority traffic class, and all other traffic would be assigned to a 
regular class. 
Link efficiency techniques, including link fragmentation and interleaving (LFI) and compression. LFI 
prevents small voice packets from being queued behind large data packets, which could lead to 
unacceptable delays on low-speed links. With LFI, the voice gateway fragments large packets into 
smaller equal-sized frames and interleaves them with small voice packets so that a  voice packet 
does not have to wait until the entire large data packet is sent. LFI reduces and ensures a more 
predictable voice delay. 
(Reference:  Cisco Press Designing for Cisco Internetwork Solutions) 
 

 Question: 15 
 
A manufacturing company has decided to add a website to enhance sales. The web servers in the E-
Commerce module must be accessible without compromising network security. Which two design 
recommendations can be made to meet these requirements? (Choose two.) 
 
A. Move the E-Commerce servers to the WAN module. 
B. Use intrusion detection on the E-Commerce server farm. 
C. Limit the number of incoming connections to the E-Commerce module. 
D. Use private and public key encryption. 
E. Place E-Commerce servers and application servers on isolated LANs (DMZs). 
 

 Answer: B, E     
 
 

 Question: 16 
   
After a period of rapid growth, FloCzar Boats is seeking better network management tools. 
Managers have developed this needs list: 
Move from static to dynamic device information. 
Gain information to assist in long-term trend analysis. 
Concentrate on Layer 4 monitoring. 
Which management protocol will most help FloCzar achieve its goals? 
 
A. RMON2 
B. SNMP 
C. NetFlow 
D. RMON 
E. Cisco Discovery Protocol 
 

 Answer: A     
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Explanation:  
RMON2 
RMON1 is focused on the data link and physical layers of the OSI model. As shown in Figure 15-4, 
RMON2 provides an extension for monitoring upper-layer protocols. 
Figure. RMON1 and RMON2 Compared to the OSI Model 
Defined by RFC 2021, RMON2 extends the RMON group with the MIB groups listed in the following 
Table 

 
Table. RMON2 Groups 

 
Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 15 
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 Question: 17 
 
   
At which stage in the PPDIOO process would you analyze a customer's network in order to discover 
opportunities for network improvement? 

 
 
A. Operate 
B. Implement 
C. Plan 
D. Design 
E. Prepare 
F. Design Assessment 
 

 Answer: C     
 
 
Explanation: 
Plan Phase 
The Plan phase identifies the network requirements based on goals, facilities, and user needs. This 
phase characterizes sites and assesses the network, performs a gap analysis against best-practice 
architectures, and looks at the operational environment. A project plan is developed to manage the 
tasks, responsible parties, milestones, and resources to do the design and implementation. The 
project plan aligns with the scope, cost, and resource parameters established with the original 
business requirements. This project plan is followed (and updated) during all phases of the cycle. 
Design Phase 
The network design is developed based on the technical and business requirements obtained from 
the previous phases. The network design specification is a comprehensive detailed design that meets 
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current business and technical requirements. It provides high availability, reliability, security, 
scalability, and performance. The design includes network diagrams and an equipment list. The 
project plan is updated with more granular information for implementation. After the Design phase 
is approved, the Implement phase begins.. 
(Reference: http://www.ciscozine.com/2009/01/29/the-ppdioo-network-lifecycle/) 

 
 

 Question: 18 
   
A very large organization has received its IPv6 address range from its Internet Service Provider and 
intends to use only IPv6 addresses internally. Employees will access the Internet using port address 
translation. What is a requirement for their DNS servers? 
 
A. There are no changes required to their DNS servers. 
B. Their DNS servers need to support only IPv6 addresses. 
C. Their DNS servers need to support only IPv4 addresses. 
D. They need additional DNS servers in their network just for IPv6 addresses. 
E. They no longer need DNS servers. 
F. Their DNS servers need to support both IPv4 and IPv6 addresses. 
 

 Answer: F     
 
 Question: 19 
   
Which two statements represent advantages that the top-down network design process has over the 
bottom-up network design process? (Choose two.) 
 
A. utilizes previous experience 
B. identifies appropriate technologies first 
C. is able to provide the big picture 
D. takes less time to design a network 
E. provides a design for current and future development 
 

 Answer: C, E     
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Explanation:  
By incorporating the organization’s requirements, the top-down network design process provide the 
big picture that meets current and future requirements. 
 

 Question: 20 
 
   
Which two statements about IPv6 addresses are true? (Choose two.) 
 
A. Two colons (::) are used to represent successive hexadecimal fields of zeros. 
B. Leading zeros are required. 
C. Two colons (::) are used to separate fields. 
D. A single interface will have multiple IPv6 addresses of different types. 
 

 Answer: A, D     
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